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Introduction

Introducing the Aspera Connect install-on-demand Web browser plugin.

Aspera Connect is an install-on-demand Web browser plugin that powers high-speed uploads and downloads with
an Aspera server. Compatible with most standard browsers depending on your Operating System, Aspera Connect
integrates all of Aspera's high-performance transport technology in a small, easy-to-use package that provides
unequaled control over transfer parameters. Aspera Connect includes the following features:

Feature Description

fasp file transport High-performance transport technology.

Browser Plug-in Uploads and downloads are launched transparently by a Web browser.
Flexible Transfer Types Easily transfer single files, multiple folders or entire directories.
Resume transfers Automatically retries and resumes partial and failed transfers.
Browser-independent Web browser can be closed during transfer operation.

transfer

Transfer Monitor Built-in transfer monitor for visual, rate control and monitoring.

HTTP Fallback HTTP fallback mode for highly restrictive network environments.

Proxy Support Input HTTP fallback and fasp proxy settings.

Content Protection Password-protect files that are being transferred and stored on the remote server.

Queuing Allow a fixed number of concurrent transfers and place the rest in a queue.



4 System Requirements

System Requirements

System requirements for installing/running Connect.

The following requirements are applicable when installing and running the Connect application:

e Windows XP SP2, 2003 SP2, Vista, 2008, 7, 8 (see note below)
e |E 7+, Firefox 4+ (32-bit only) or Google Chrome 5+

WARNING! Aspera Connect does not support the 64-bit IE 10 browser on Windows 8.
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Setting up Connect

Install Aspera Connect and configure your computer for fasp file transfers.

Part 1: Installation

Instructions for installing Aspera Connect on your system.

This topic explains the installation process for Aspera Connect on your system. Connect can be installed on your
system via the Web installer or downloadable MSI. Please refer to corresponding the sections below.

WARNINGS:

e You cannot install Connect under the Guest account.

e If you are installing Connect on a Windows 2003 or Windows XP machine, then your system must be upgraded
to Service Pack 2 (SP2) before proceeding with the installation process.

« Before performing a system-wide installation (all users of the machine), uninstall any per-user installations.
Aspera does not support local and system-wide installations of Connect on the same system. For details,
refer to the topic "Uninstalling Aspera Connect."

e Quit any open browsers before continuing with the steps below.

IMPORTANT NOTE: For Connect to function correctly, you must have cookies enabled within your browser. Please
review your browser help for instructions on verifying this setting.

Aspera Connect Web Installer

Use your browser to navigate to your Aspera Web application (i.e. Faspex Server, Connect Server or Shares). Once
you have reached the server's webpage, you will see an Install Now button (or Upgrade Now button if you have an
older version of Connect installed on your system). Depending on your Operating System and browser, clicking on
this button will either launch the automatic installer or redirect you to the Aspera Connect download page (for manual
installation). Follow the on-screen instructions to complete the installation process. If your browser displays a security
prompt/warning, click Allow or Continue to proceed.

Note that for the following cases, a non-admin cannot perform a Web installation because ActiveX controls are not
allowed:

e Non-admin XP IE7, IE8

e Non-admin 2003 IE7, IE8

e Non-admin Vista IE7 with UAC off
e Non-admin 2008 IE7 with UAC off
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IMPORTANT NOTE: When installing the file npi nst al | hel per . cab (relevant only to the Web
installation), ensure that you install it for just the current user and not for all users on the system. Installing
npi nst al | hel per. cab system-wide may cause the installation to fail.

Aspera Connect Desktop Installer

You can download the Aspera Connect MSI directly from http://beta-www.asperasoft.com/download_connect/. Once
downloaded, run the installer on your machine. You will need to accept the terms and conditions, as well as confirm
where Aspera Connect should be installed. You can install the application in the standard location by clicking the
Typical button.

Choose Setup Type
Choose the setup type that best suits your needs

[ Typical ]

Installs the most common program features. Recommended for most users.

[ Custom ]

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Or select an alternative location.


http://beta-www.asperasoft.com/download_connect/
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Installation Scope
Choose the installation scope and folder

@ Install just for you (admin)
Aspera Connect will be installed in a per-machine folder by default and
just for your user account. You do not need local Administrator privileges.

(") Install for all users of this machine

Aspera Connect will be installed in a per-machine folder by default and
be available for all users. You must have local Administrator privileges,

Back ][ Mext ] [ Cancel

Post Installation

Once Aspera Connect has finish installing, you can access it in the following location: Start Menu > All Programs >
Aspera > Aspera Connect

Part 2: Network Environment

If required, configure network proxies or override network speeds via the Aspera Connect GUI.

If you need to configure any network proxies or override network speeds, you can do so through the Aspera Connect
Network option. Before modifying Connect's network configuration, please review the network requirements, below,
which describes ports that may need to be open on your network (e.g. 22, 33001, etc.).

Network Requirements

Your SSH outbound connection may differ based on your organization's unique network settings. Although TCP/22
is the default setting, refer to your IT Department for questions related to which SSH port(s) are open for file transfer.
Please also consult your specific Operating System's help documentation for specific instructions on configuring your
firewall. If your client host is behind a firewall that does not allow outbound connections, you will need to allow the
following:

e Outbound connections for SSH, which is TCP/22 by default, although the server side may run SSH on another port
(please check with your IT Department for questions related to which SSH port(s) are open for file transfer).

e Outbound connections for fasp transfers, which is UDP/33001 by default, although the server side may run fasp
transfers on one or more other ports (please check with your IT Department for questions related to which port(s)
are open for fasp transfers).
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Limit Transfer Rates

IMPORTANT NOTE: Unless you need to limit the bandwidth used by Aspera Connect, you should not set any
values in these fields.

Launch Aspera Connect ( Start Menu > All Programs > Aspera > Aspera Connect ) and open Preferences (
System Tray > Right-click Aspera Connect > Preferences ).

Transfers Ctrl+T
Unleck encrypted files Ctrl+R.
Open log folder... Ctri+L
Preferences... Ctrl+P
About... Shift+F1
Quit

You can limit Aspera Connect's transfer rates via the Bandwidth option.
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F

G Preferences - Aspera Connect
2 W oW | w5

General Transfers MNetwork | Bandwidth | Security

Transfer speeds depend on server settings and your network connectivity, The
settings below allow you to limit transfer rates.

Download

Limit to: 100

Upload

Limit to: 100

ok || cancel

You may limit the download and/or upload transfer rates by enabling the respective checkboxes and inputting a rate in
either Mbps or Kbps. Note that your ability to limit these rates depend on the following factors:

1. Your network's bandwidth. If your bandwidth doesn't allow you to reach these limits, then they will not be
enforced.

2. Your Aspera transfer server settings. Settings on your server may prohibit you from reaching transfer rates
inputted into these fields.

HTTP Fallback Proxy

The HTTP fallback proxy should only be used for fallback transfers, not for fasp transfers. To set up an HTTP fallback
proxy, go to Aspera Connect Preferences > Network .
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[ G Preferences - Aspera Connect ﬂw
I 7 |

General Transfers

; 2
N |i
Metwork | Bandwidth  Security

Configure how Aspera Connect connects to the Internet.

HTTP Proxy

Obtain proxy configuration fram

IIse HTTP Fallback Proxy

Usermame: wuser

Password: sessssss

Address:  10.0.0.1 Port: 3366

FASP Proxy
[ Use FASP Proxy (DMAT)
Secure (DMATS)

Username:
Password:

Address: Port: (0

[ Ok ] [ Cancel

Under the HTTP Proxy section, you can modify the proxy configuration for the server handling HTTP fallback. HTTP
fallback serves as a secondary transfer method when the Internet connectivity required for Aspera accelerated
transfers (i.e., UDP port 33001, by default) is unavailable. If UDP connectivity is lost or cannot be established, then the
transfer will continue over the HTTP protocol based on this proxy configuration.

To configure an HTTP fallback proxy, select one of the following configurations from the drop-down list:

* System: Choose "System" if you want Aspera Connect to use the HTTP fallback proxy settings configured for your
Operating System.

e Manual: Choose "Manual" if you would like to manually input your HTTP fallback proxy settings (which may require
the assistance of your System Administrator). These settings include NTLM authentication credentials (username
and password), as well as the host name/IP address and port number. Please note that the Use HTTP Fallback
Proxy checkbox and fields will only be enabled if you select "Manual" from the drop-down list.



HTTP Proxy

Obtain proxy configuration fram

IUse HTTP Fallback Proxy

Usermame: wuser

Password: sessssss

Address:  10.0.0.1 Port: 3866

FASP Proxy
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When fasp proxy is enabled, Aspera will pass the DNAT or DNATS (secure) username, server address and port to

ascp. To set up a fasp proxy, go to Aspera Connect Preferences > Network .

F Y
{‘_}' Preferences - Aspera Connect ﬁ

EIR 7 |

General Transfers

A

Metwork | Bandwidth  Security

Configure how Aspera Connect connects to the Internet,

HTTF Proxy

Obtain proxy configuration fram

|se HTTP Fallback Proxy

Username: wuser

Password: sesssss

Address:  10,0.0.1 Port: 3366

FASP Proxy
[] Use FASP Proxy (DMAT)
Secure (DMATS)

Username:
Password:

Address: Port: |0

| ok || canel

)

To configure a fasp proxy, enable the following checkbox(es):

e Use FASP Proxy (DNAT)
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e Secure (DNATS)

Upon selecting the checkbox(es), input your proxy server username, password, address and port number.

FASP Proxy
Use FASP Proxy (DNAT)
Secure (DMATS)

Username: user1234
Password: ssssssssssss

Address:  myfaspproxy.net Port: 7777

[ OK ] [ Cancel

Part 3: Basic Configuration

Changing Aspera Connect's default settings via the "Preferences" option.

To change the application's default settings before transferring files, launch Aspera Connect ( Start Menu > All
Programs > Aspera > Aspera Connect ) and open Preferences ( System Tray > Right-click Aspera Connect >

Preferences ).

Transfers Ctrl+T
Unlock encrypted files Ctrl+R
Open log folder... Ctrl+L
Preferences... Ctrl+P
About... Shift+F1
Quit

General Preferences

Aspera Connect's general application behavior can be configured via the General option.



r

G Preferences - Aspera Connect

IR S B G

General | Transfers Network Bandwidth Security

[] Automatically launch Aspera Connect when Windows starts

Transfers Window

Open Transfers window when a transfer is added

[] Close Transfers window when all transfers are complete

Remove transfer list items: | Manually - ]

Queue

[7] Enable queuing

Maximum concurrent fransfers: |5

| ok

Under the General option, you can modify the following settings:
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e Specify whether or not Aspera Connect should launch when the user logs into the system (via the checkbox).

» Specify how the Transfers window should behave when a transfer begins and completes (via the checkboxes).

e Specify how transfer list items should be removed from the Transfers window (via the drop-down list).

* Enable or disable transfer queuing via the checkbox (which allows a fixed number of concurrent transfers and

places the rest in a queue) and identify the maximum number of concurrent transfers via the text box.

Transfer Preferences

Aspera Connect's transfer behavior can be configured under the Transfers preference option.
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i B
(3 Preferences - Aspera Connect u

R 7 S - T S

General | Transfers | Metwork Bandwidth Security

Downloads

1@ iSave downloaded files to:

ci

(71 Always ask me where to save downloaded files.

Retry
Automatically retry failed fransfers

Attempts: 3 time(s)
S

The interval spedfies an amount of time that will elapse between each attempt
to retry a failed transfer.

Legging

Logging Level:

[ Ok ] [ Cancel

s -

By default, Connect downloads files to the current user's desktop. To change this setting, set the download rule within
the Downloads section as follows:

e Save downloaded files to: Specify the path to save the downloaded files.
* Always ask me where to save downloaded files: Select an ad-hoc location for each download.

You can also set a retry rule if a transfer fails. Set the retry rule within the Retry section as follows:

e Automatically retry failed transfers: Enable or disable.
e Attempts: Specify how many times Connect should attempt to retry the transfer.

e Interval: Specify the amount of time that should elapse between each attempt (in seconds, minutes or hours).

Lastly, you may configure a logging level that can be used to control the logging output when troubleshooting a transfer
issue.
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Logaing

Logging Lewel:

Note that this feature is typically utilized only when contacting Aspera Support. Select from one of the following options:

e Info: Displays general messages about requests, ascp spawn options and transfer status changes.
* Debug: Verbose (i.e., request validation and fasp management messages. - D will also be passed to ascp.

e Trace: Extra verbose. - DD will also be passed to ascp.

Part 4: Security Configuration

Configuring Aspera Connect's security preferences.

Aspera Connect features the following capabilities for minimizing security risks when uploading or downloading files:

e You can add Aspera servers as Trusted Hosts to avoid the recurring security prompt, or add servers to the
Restricted Hosts list to require confirmation every time you attempt to initiate a transfer with that host.

¢ You have the option of saving your authentication credentials when you connect to a server, as well as removing
them from the Passwords tab.

e Content protection is a feature that allows uploaded files be encrypted during a transfer for the purpose of
protecting them while stored on a remote server. The uploader sets a password while uploading the file, and the
password is required to decrypt the protected file.

The settings above can be configured via the the Aspera Connect Preferences dialog box. To open Connect's
Preferences dialog box, launch Aspera Connect ( Start Menu > All Programs > Aspera > Aspera Connect ) and
open Preferences ( System Tray > Right-click Aspera Connect > Preferences ).

Transfers Ctrl+T
Unlock encrypted files Ctrl+R
Open log folder., Ctri+L
Preferences... Ctrl+P
About... Shift+F1
Quit

Managing Hosts

When a transfer is initiated and the Use my choice for all transfers with this host option is enabled in the
confirmation dialog, the server that you are allowing or denying will be added to the Trusted Hosts or Restricted
Hosts list, respectively. To view, add or remove additional trusted hosts, go to Security > Trusted Hosts . Enter the
host's address in the specified text field and click Add.
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(:,}' Preferences - Aspera Connect
J _J;\.l 1
k) -lt ey N

General Transfers MNetwork Bandwidth | Security

Trusted Hosts | Restricted Hosts | Passwords | Content Protection

Trusted hosts are hosts to which you have granted permission to always allow
transfers. If any attempt is made to start a transfer with a host that is not on
this list, you will be given the option to allow or deny the transfer.

Acdress:
Hast Remove
demo.asperasoft.com
faspex.com

www.faspex.com

[ OK ] [ Cancel

To view, add or remove restricted hosts, go to Security > Restricted Hosts . Here, enter the host's address in the

specified text field and click Add.
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(5 Preferences - Aspera Connect

TN 7 S

General Transfers Network Bandwidth | Security

Trusted Hosts | Restricted Hosts | Fasswords | Content Protection |

Restricted hosts are hosts for which you have enabled enhanced security, If
any attempt is made to start a transfer with a host that is on this list, you wil
be presented with @ warning before it can proceed.

Address:

Hiost Remove

www.untrustedhost.com Remove Al

it

[ Ok ] [ Cancel

IMPORTANT NOTE: By adding a host to the restricted list, you will be required to provide confirmation every time
you attempt to initiate a transfer with that host.

To view, add or remove saved information for a host, go to Security > Passwords . Here, you may remove saved
credentials.
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(5 Preferences - Aspera Connect
.|_ B E n
E I 7 S L

General Transfers Network Bandwidth | Security

| Trusted Hosts | Restricted Hosts | Passwords | Content Protection |

Login information has been saved for the following hosts;

Haost Lser Remaove

demo.asperasoft.com  asperaweb
P r Remove All

[ Ok, ] [ Cancel

Content Protection

To add hosts that require uploaded files to be encrypted during a transfer, click the Content Protection tab under the
Security option. Enter your Aspera server address in the Address text field and click Add. The server will be added to
the host list.
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G Preferences - Aspera Connect
4 PE

- N 7 N s

General Transfers MNetwork Bandwidth | Security

| TrustedHosts | Restricted Hosts | Passwords | ContentProtection |

Content protection allows you to leave files encrypted on servers to which they
have been uploaded. Enter a list of hosts for which you want to enable this
functionality.

Address:

Hiost Remove

demo.asperasoft.com
P Remove All

1]

K ] [ Cancel

When uploading files to a server that is configured as a content-protected host, a confirmation window will appear
and prompt you for a passphrase to encrypt the file. You can enter the passphrase in the text field, or check Leave
uploaded files unencrypted (if allowed by the server) to proceed without using this feature. Click OK to start the
transfer.

"t:!:l Protect Content

2 Enter a passphrase to stare Files in an encrypted Format on the

L SErVEL

Passphrase: |""u- |

onfirm: |"uu- |

[] Leave uploaded files unencrypted

8] 4 l [ Cancel ]
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Once content-protected files have been uploaded to your server, they will appear with an aspera-env suffix (Aspera

Security Envelope).

—4 aspera connect server

10.0.168.11 f Music

Music
# Download « Upload gDelata o New Folder
Name Size Last Modified

L Parent Directory

& 08 Enjoy The Silence.mp3.aspera-env 6041KBE 4719/2012 11:11:27 PM

When using Aspera Connect to download a content-protected file, you have two decryption options.

1. You can input and confirm your passphrase to decrypt the files during the download.

2. OR, you can enable the Keep downloaded file encrypted checkbox to download the content-protected files,
and decrypt the files after the download has completed. When you select this option, you don't need to
input your passphrase into the dialog box; however, you will need to take additional steps to decrypt the
files on your local computer. Please refer to the topic "Decrypting Local Files" for details.

r b

G Protect Content - Aspera Connect | T || 3

v Enter a passphrase to decrvpt protected files as they are
| @ downloaded.

Passphrase;
Zonfirm:

keep files encrypted

(04 ] [ Cancel

As the content-protected file is being downloaded to your computer, the file icon will change to that of the aspera-env
file type in the Aspera Connect Transfers window.
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(5 Transfers - Aspera Connect = || B |

Q 0& Enjoy The Silence.mp3.aspera-env
== CfUsers/admin/Downloads/08 Enjoy The Silence.mp3.aspera-env

| 2 | SO0

Downloading 704.7 KB of 5.9 ME (1.94 Mbps) - 0:22 remaining 0:04 elapsed

;@; Clear List

Once downloading has completed, check your Aspera Connect Transfers window. If you inputted your passphrase
to decrypt the files during the download (Option 1, above), you will be able to open the unlocked files without taking
further action. If you elected to download the content-protected files and decrypt the files after the download has

completed, you will receive a status message telling you to Unlock encrypted files, along with a link to the Aspera
decryption utility.
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r A

(5 Transfers - Aspera Connect E@
Q 0& Enjoy The Silence.mp3.aspera-env
Unlock encrypted files @ @ 11
Done

1&; Clear List

Note that you can also unlock encrypted files from the Aspera Connect application menu (select the Unlock encrypted
files option shown below).

Transfers Ctrl+T
Unlock encrypted files Ctrl+R
Open log folder... Ctrl+L
Preferences... Ctrl+P
About... Shift+F1
Quit

For instructions on using the decryption utility, refer to the topic "Decrypting Local Files."
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Connect Functionality

Transfer files using Aspera Connect.

Initiating a File Transfer

Testing and initiating file transfers with Aspera Connect.

The following steps describe (1) how to perform a download test using Aspera's test server and (2) how to initiate a

common file transfer using Aspera Connect.

1. Open your web browser and log in to Aspera's test transfer server at http://demo.asperasoft.com/aspera/user.

Enter the following credentials when prompted:

e User: asperaweb
e Password: demoaspera

Internet Explorer 7 Security Settings: When opening a Connect Server or Faspex Server web page using Internet
Explorer 7, the Information Bar will appear and ask for the permission to use the Aspera Connect add-on. Click the
bar and select Run ActiveX Control, and then click Run in the Security Warning window.

e hitp:#/10.0.113. 8/asperafuserf - Windows Internet Explorer
J__—q —
Q.\-— ¥~ |@http:,l',l'lI:I.I:I.113.8,l'aspera,l'user,l' V| || K | | FERb

File Edit \iew Fawarites  Toals  Help

"EZ? '-‘.ﬁi‘ [@ htkp:ff10.0.113.8fasperafuser| I_

'ﬁ' This website wants ko run the Following add-on: ‘aspera Connect’ From ‘Aspera, Inc.'. IF wou trusk the website and X
the add-on and want o allow it o ron, click here, ..

o

ﬁ’i’ e D a@a ~ ,-_:j,"Page - f;[- Tools -

RFun Activesx Col

@ What's the Risk?

=4 aspera connect server More infarmation
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Internet Explorer - Security Warning

Do you want to run this ActiveX control?

MName: Aspera Conneck
Publisher: Aspera, Inc,

[ Run ] [ Con't Fun

l--'“‘u This AckiveX conkrol was previously added ko waur computer when wau installed
\, ) another program, or when YWindows was installed, You should only run it if you
S krust the publisher and the website requesting it. Wwhat's the risk?

If you accidentally clicked Don't Run, then just click the gear icon at the bottom of the Aspera server web page to
bring up the Manage Add-Ons window. Select Aspera Web and set Enable under Settings.

|‘ o

(@é) (& €D Internet F100% <
o
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X

Manage Add-ons

1
]

2 Wiews and manage add-ons that are inztalled on your computer. Dizabling or deleting add-onz might
" presvent some webpages from warking correctly.

Show: |.-’-'-.|:Id-|:|ns currently lnaded in Internet Explarer L
Marme Publisher Status Tvpe File %
Disahledm
Aspera, Inc, Disabled  Ackivex Conkrol aspera
Enabled
\%) Diagnose Connection Pr... Enabled  Browser Extension
L’lﬂ Windows Messenger Enabled  Browser Extension Al
< | >
Sethings Delete Active
Click an add-on name above Click the name of an
and then click Enable or Diza Activerd control above and Delete

then click Delete.

(%) Disable

Download nevw add-ons for Inkermet Explorer

Learn more about add-onz

On the Aspera Connect server web page, browse into the folder /aspera-test-dir-large

Click any icon to download the corresponding file or folder. You may also checkmark multiple boxes and click

Download to download more than one file or folder at a time.
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Welcome asperaweh

=4 aspera connect server

demo.asperasoft.com » aspera-test-dir-large

aspera-test-dir-large

g Download 4 Jpload g Delete
Marme Size Last Modified
L parent Directory
|:| g lOOMB 100MB 17-Mar-2009 16:06
|:| 5 10GBE 10GE 17-Mar-2009 19: 25
Ll 15B 10z24MB 17-Mar-2009 15:13

3. Confirm the transfer.

Select Allow to begin. Enable the Use my choice for all connections with this host checkbox to skip this dialog
in the future.

I ]

(5 Confirm - Aspera Connect @

(v Anattempt is being made to connect with
|t demo.asperasoft.com. Do you want to allow this?

[] Use my choice for all connections with this host

Allow ] l Deny

Once you confirm that the configuration settings are correct and that Aspera Connect is working properly, you can
begin transferring with your organization's Aspera server. Simply point your browser to your server's address (e.g.,
http://companyname.com/aspera/user) to get started.

Note that when uploading, you should avoid transferring files with the following characters in the file name:

Characters to avoid: /\":'?><&* |

The Transfer Manager

You may view and manage all transfer sessions within the Aspera Connect Transfers window.
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r -

(5 Transfers - Aspera Connect E@

aspera-test-dir-small
* C:/Users/admin,/Desktop/aspera-test-dir-small/smallfiled7

L2 oO0e

Downloading 7.0 of 110.0 ME (38.77 Mbps) - 0:22 remnaining 0:03 elapsed

-..-;; Clear List

The Aspera Connect Transfers window contains the following controls:

@ Open the Transfer Monitor. For more information on using this feature, please refer to the topic "Transfer
Monitor."

@' Reveal the file on your computer.

9 Stop the transfer session.

o Resume transfer.

@ Retry a failed transfer.

When the queuing option is enabled, only a certain number of concurrent transfers are allowed. The additional
transfers will be queued in the Transfers window and initiated when a transfer is finished. You can manually start a

queued transfer by clicking the ° button. You can also right-click on a started or stopped transfer to access various
controls. The example below shows the right-click options for a stopped transfer.
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i n
(5 Transfers - Aspera Connect = - B[S

l aspera-test-dir-small

Resume

Remove

Show in Transfer Monitor

Show in Windows Explorer

Monitoring Transfers

You can monitor and adjust file transfer speed by clicking @ to open the Aspera Connect Transfer Monitor dialog. If
you have sufficient server privileges and your transfer server is configured to allow it, you may modify the following in

this dialog:
Field Value
Transfer progress bar Adjust the file transfer speed by clicking and sliding the transfer progress bar.
@ Click to view the destination folder of the transferred files.
@ Click to stop the transfer session.
Transfer policy: Select the transfer policy from the drop-down list:
* Fixed e The transfer transmits data at a rate equal to the target rate, although this may
» High impact the performance of other traffic present on the network.
e Fair e The transfer rate is adjusted to use the available bandwidth up to the maximum

e Low rate.
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Field Value
e The transfer attempts to transmit data at a rate equal to the target rate. If network
conditions do not permit that, it transfers at a rate lower than the target rate, but
not less than the minimum rate.
* The transfer rate is less aggressive than Fair when sharing bandwidth with other
network traffic. When congestion occurs, the transfer rate is decreased to the
minimum rate, until other traffic retreats.

Note: You can only switch between High and Fair transfer policies if the host is Enterprise Server version 3.0 or
later.

Decrypting Local Files

Decrypt content-protected files on your local system.

If you elected to download the content-protected file(s) and decrypt the file(s) after the download has completed, then
you will receive a status message in the Connect Transfers window telling you to Unlock encrypted files, along with
a link to the Aspera decryption utility.

r a

(5 Transfers - Aspera Connect E'@

Q 08 Enjoy The Silence.mp3.aspera-env

Unlodk encrypted files @ @ 'm'

Done

-..-;; Clear List
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Note that when encrypted items have been downloaded to your computer, they will display the extension aspera-env
(Aspera Security Envelope). You may also access this utility by going to System Tray > Right-click Aspera Connect
> Unlock encrypted files .

Transfers Ctrl+T
Unlock encrypted files Ctrl+R
Qpen log folder... Ctrl+L
Preferences... Ctrl+P
About... Shift+F1
Quit

If you launch this utility from the Aspera Connect menu, you must follow Step 1, below. If you launch the utility from the
Transfers window, then skip to Step 2.

1. (Skip if launching from the Transfers window) Select the Unlock encrypted files option from the Aspera Connect
application menu.

After clicking this option, the decryption utility window will appear (called Aspera Crypt).

rﬁ Aspera Crypt —b ﬂ.uw

File Opticns About

?. Open Files F Open Folder @ Settings

G || Decrypt
[7] Show passphrase

|

0 finished, 0 failed, 0 pending, 0 total

After launching Crypt, click the Open Files or the Open Folder button to browse for your file(s). Use the Open
Files button to locate your content-protected file(s), and the Open Folder button to locate a folder containing
content-protected file(s). When your encrypted contents are loaded into Crypt, a status message will appear at the
bottom of the application that displays the number of items ready for decryption.
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2. Adjust settings, if needed.
The Aspera Crypt Settings button enables you to modify the following settings:
e Delete encrypted files when finished (checkbox): When enabled (i.e., checked), Aspera Crypt will remove the
encrypted files from your system after the destination (decrypted) content has been created.

 Number of concurrent threads for decryption (drop-down list): Select from 1 (default), 2, 4 and 8, which
determines the number of threads that are being decrypted at any given time (i.e., queuing).

3. Input your passphrase and click the Decrypt button

After browsing for your contents, enter your passphrase in the text field. Your passphrase will be masked, unless
you enable the Show Passphrase checkbox. Once files are loaded and the Decrypt button is activated, click it to

decrypt your content.

i ™
T e

File Options About

F" Open Files r Open Folder @ Settings

Oy ------l " Decrypt
[7] show passphrasze

0 finished, 0 failed, 1 pending, 1 total

4. View output and confirm decryption

Once your file(s) have been successfully decrypted, you can view the output in the Aspera Crypt viewing window.
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oo I e

File Opticns About x
f_’.' Open Files r', Open Folder ﬁ»SEtﬁngs

,_“5= T " Decrypt

Show passphrase

P, 100% view:

L.A_Sunrise_Amado_Studermp3.aspera-env  100.0% Finished

1 finished, 0 failed, 0 pending, 1 total

The decrypted contents will appear in the same directory as the original encrypted contents. Note that “(decrypted)”
is added to the file name any time the decrypted file (without the .aspera-env extension) already exists in the same
folder.

=
File Options About
F Open Files t‘, Open Folder ‘ﬁ Settings

,_"a:, [TITIT1] "~ Decrypt
Show passphrase

| o

Palisade_Gordon_460564.mp3.aspera-env 100.0% Finished i
Zulu_Dawn_Ruffy_Tibbs_459906.mp3.aspera-env 100.0% Finished
Cityscapes_and_Circuits_Telford_461085.mp3.aspera-env 100.0% Finished ((decrypted) appended to destination name} E
Elysium_Dreams_Meidhardt_461059.mp3.aspera-env 100.0% Finished ((decrypted] appended to destination name]}
L.A_Sunrise_Amado_Studer_460558.mp3.aspera-env 100.0% Finished ((decrypted]) appended to destination name} B

10 finished, 0 failed, 7 pending, 17 total

If your Crypt viewing window has multiple decrypted items listed, you can use the View drop-down list to sort the
items by latest, finished or failed.
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Uninstalling

Remove Aspera Connect from your computer.

IMPORTANT NOTE: Before proceeding with uninstalling Aspera Connect, be sure to quit any open browsers.

To uninstall Aspera Connect, quit both the Aspera Connect application and any open web browsers. Additionally,
ensure that no other users are logged into this machine. Then, go to the Windows Control Panel and--depending on
the version of your Windows operating system--choose Add/Remove Programs or Programs and Features. Select

Aspera Connect and remove it.
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Appendix

Log Files

Locate Aspera Connect's log files.

Log Files

* aspera-connect.log

e aspera-connect-browser-plugin.log
e aspera-scp-transfer.log

e aspera-webinstaller-msi.log

e aspera-webinstaller-plugin.log

Log File Location

Log files are located in the following directory:

Operating System Log File Location
Windows XP and C.\ Docunents and Settings\<usernane>\Local Settings\Application Data
2003 \ Asper a\ Aspera Connect\var\| og\

Windows Vista, 2008 C: \ User s\ <user nane>\ AppDat a\ Local \ Asper a\ Aspera Connect\var\| og\
and 7

You may also utilize Connect's log folder shortcut by going to System Tray > Right-click Aspera Connect > Open

log folder... .
Transfers Ctrl+T
Unlock encrypted files Ctrl+R
Open log folder... Ctrl+L
Preferences... Ctrl+P
About... Shift+F1
Quit

For information on removing old log files, please refer to the topic "File Clean-up."

Plugin Locations

System locations for the Connect and Web Installer plugins.

Connect Plugin Location
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User %4 OCALAPPDATA% Pr ogr anms\ Asper a\ Aspera Connect\lib

System %PROGRAMFI LES% Asper a\ Aspera Connect\lib

Web Installer Plugin Locations

Chrome % OCALAPPDATA% Googl e\ Chr one\ User Dat a\ Def aul t\ Ext ensi ons
\ al j beai nggdi oi cepi | cj nkphj obddok

Firefox YAPPDATA% Mozi | | a\ Fi ref ox\ Profil es\ *. def aul t\ ext ensi ons
\awi @sperasoft.com

Internet Explorer . : : : S :
P Depending on your version of Windows and UAC settings, the plugin will be located in one of the

following directories:

e C. \ Wndows\ Downl oaded Program Fil es
e 04 OCALAPPDATA% M cr osof t\ I nt ernet Expl orer\ Downl oaded Program Fil es

File Clean-up

After upgrading to or uninstalling this version of Aspera Connect, old Connect files can be safely removed from your

system.
Log Files

Pre-Connect v2.8 Log Folders

Windows XP and 2003 C.\ Docunents and Settings
\ <user name>\ Appl i cati on Dat a\ Asper a\ Asper a
Connect\var\| og

Windows Vista, 2008 and 7 C:\ User s\ <user nane>\ AppDat a\ Local \ Pr ogr ans
\ Asper a\ Aspera Connect\var\|l og\

All 32-bit Windows versions C.\ Program Fi | es\ Asper a\ Aspera Connect\ var
\' I og\
All 64-bit Windows versions C.\Program Fil es (x86)\ Asper a\ Asper a

Connect\var\ | og\
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Connect v2.8 Log Folders (only remove after uninstalling Connect v2.8!)

Operating System Log File Location
Windows XP and C.\ Docunents and Settings\<usernane>\Local Settings\Application Data
2003 \ Asper a\ Aspera Connect\var\| og\

Windows Vista, 2008 C:\ User s\ <user nane>\ AppDat a\ Local \ Asper a\ Aspera Connect\var\| og\
and 7

http.uri and process.pid Files

You may remove the htt p. uri and process. pi d files in the following folder:

C:. \ User s\ <user nane>\ AppDat a\ Roam ng\ Asper a\ Aspera Connect\var\run\

Database File

If you previously installed Aspera Connect for all users (i.e., system-wide), then when uninstalling, you will only be able
to remove the Connect database for the current user. Thus, to remove this database file (connect db. dat a), you
need to locate the following directory for each additional user account:

C:.\ User s\ <user nane>\. asper a\ connect\

You may alternatively delete the entire . asper a directory after uninstalling Aspera Connect, if desired.

Miscellaneous Files and Folders

C:. \ User s\ <user nane>\ AppDat a\ Local \ Asper a\ connect - cl eanup. | og
C: \ User s\ <user nane>\ AppDat a\ Roani ng\ Asper a\
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Troubleshooting

Web Installation is Blocked in IE7

You receive an error that Windows has blocked the Web installation because the browser can't verify the publisher.

If you have received an error during a Web installation of Aspera Connect that states "Windows has blocked this
software because it can't verify the publisher," it may be the result of a partially downloaded npi nst al | hel per. cab
file. To address this issue, you need to clear your browser's cache. Follow the instructions below.

From the Tools menu in the upper right, select Internet Options.
Under "Browsing history", click Delete....

To delete your cache, click Delete files....

Click Close, and then click OK to exit.

a > wDn PRk

Refresh your browser.

Error when Installing with a Non-admin Account

Problem installing the MSI package when logged in as a non-admin.

You may encounter an error when executing the installer MSI file if you are not an Administrator. For example:

OS Version Error
Windows 2003 The system administrator has set policies to prevent this installation.
Windows XP You do not have access to make the required system configuration modifications. Please

rerun this installation from an administrators account / Error 1925. You do not have sufficient
privileges to complete this installation for all users of the machine. Log on as administrator
and retry this installation.

These error messages are due to not having permissions to install an MSI package as a non-admin account. Other
than logging in as an administrator to install Aspera Connect, you may also ask that your Administrator grant the group
policy access for non-admin users to install applications.

The following example shows you how to grant group policy access for non-admins to install software on Windows
2003:

1. Launch the Microsoft Management Console (MMC)

Go to Start menu > Run... and enter mmc, click OK to launch it.
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Ren 2l

- Tvpe the name of a program, Folder, document, or

g Internet resource, and Windows will open & For yvou.

e Immc j

ok Cancel | prowse... |

2. Add the Group Policy Object Editor Snap-in

In the MMC, go to File in the toolbar and select Add/Remove Snap-in....

Tm Consolel - [Console Root' Local Computer Polic

Bﬁ] File Ackion Miew Favorites  Window  Help

4= [ew CErl+-M
ﬁ Cpen... Ckrl+0 —
= Save Ckrl+5
Save As...
add/Remove Snap-in. .. Ckrl4+M
opkions., ..
Exit

In the Add/Remove Snap-in window, click Add... to bring up the Add Standalone Snap-in window.

Add/Femove Snap-in id e
Standalone | Extensions |
Lk ks psipe b add oF rednove & shand-alone snap-in from the consols.
Snap-ins added to: 23 Conscle Root | "‘El
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Select the Group Policy Object Editor and click Add.

Add standalone Snap-in ilﬂ
Aovzilable skandalone snap-ins:
| Snap-in  Vendor -]
Microsoft Corp, Execut...
Micrascft and VERITAS,..
ficrosoft Corporation

Microsoft Corporation

b Microsoft Corpaoration
(Bl indexing Service Microsoft Corparation, ...
@=Internet Authentication Service (1., Microsoft Corporation
&4 Internet Information Serviced (115..,  Microsoft Corparation
@.m Security Monitor Microscft Corporstion |

— Description

This snap-in allows wou bo edit Group Policy Objects which can be linked
bo & Sike, Domain, of Organizationsl Lind in the Dirackory or
shored on & computer,

Add Close

In the Group Policy Wizard window, click Finish. Close the Add Standalone Snap-in window, and click OK in the
Add/Remove Snap-in window to save the changes.

. Grant the Windows installation group policy

In the MMC, navigate into Console Root > Local Computer Policy > Computer Configuration > Administrative
Templates > Windows Components > Windows Installer.
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1 Console Root
= 5§ Local Computer Policy
El@ iZompuker Configuration
-] Software Settings
|:| Windows Settings
E||:| Adminiskrative Templakes
=127 Windows Components
----- [ NetMeeting
[#-/_] Internet Explorer
----- (] Application Compatibility
----- (] Event Viewer
----- (] Inkernet Information Services
----- (] Security Center
----- (] Task scheduler
-] Terminal Services
----- (] Windows Explarer
Windows Inskaller
] Windows Messenger

%1

Locate the Disable Windows Installer, right-click and select Properties.

Sekking

Disable Windows Installer
=4 Always install with elevated =0
=4 Prohibit rollback Help

s
= Remove browse dialog box For new source

In the Properties window, select Enabled from the radio button options, and select Never in the Disable Windows
Installer. Click OK when finished.
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Disable Windows Installer Properties ol i
Setiing | Exploin |

W Disable Windows Instalies

" Mot Co

| Diseble windowes et [Fieve =)

Supposted orc A1 least Microsolt Windows 2000
FreviosSevin | HeSeting |

O, Cancel | Eply

Close the MMC, click Yes to save the settings to a file. Reboot the computer to apply the changes, or execute the

command in the Command Prompt:

> gpupdate /force

Missing Install Button on Windows Server

Aspera Connect's "Install" button doesn't appear correctly.

On Windows Server 2003 SP2 and Windows Server 2008, Aspera Connect's install button may not appear on your
host's web interface. This problem may be due to additional Internet Explorer (Version 8) security restrictions. To

resolve this, follow the steps below.
1. Launch Internet Explorer (version 8) and open Internet Options.

Launch Internet Explorer and go to Tools > Internet Options .
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Compatibilty View Settings

7| Full Sereen F11
Toolbars k
Explorer Bars k

e Developer Tools Fl2
Suggesked Sites

Windows Meassenger
Spybat = Search Destroy Configuration

. -~
FN Internet Cpoions

2. Add trusted sites.

In the Internet Options window, go to Security > Trusted Sites . Click Sites to open the Trusted sites window.

Internet Options

Ganeral|| Securnty y | Content | Connectiors | Programs | Advanced |
Salsck & zor bo vt of change secirity sethings.

o<,

Inkernet Local inkr anet

e e
J This pone conkaing websbes that you

brust nok bo damags your computer or

yioun Files.,

Security kel For this zons

ik ne

In the Trusted sites window, disable the option Require server verification (https:) for all sites in this zone and

then add the websites below. Replace the my. connect . server . addr ess with the address of the Aspera server
that you are browsing:
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 http://*.asperasoft.com
e http://my. connect . server. addr ess

Trusted sites

& o can add and remove websites from this zone. ol websbes in
'f' Ehiz 2ore il Use the 2one’s sacinty sebhings,

Add this websbe bo bhe zone:

|
Websites:
hktp:fi* asperasoft com
bk ey conneck, server address

[Jrequire server verification (https:) for all sites in this zone

Troubleshooting Connectivity

Connectivity errors and potential solutions.

SSH Connectivity Errors

This section applies to timeouts that occur in the middle of transfers (which results in error codes 13, 15 or 40).

It addresses the case when Aspera Connect is unable to connect to the server and receives the error "Timeout
establishing connection.” This case is due to blocked TCP connectivity. Aspera Connect is attempting to contact the
server on the designated TCP port (typically configured to be 33001) and either the client-side firewall is preventing
outbound TCP access or a misconfiguration of the server side firewall is not allowing inbound TCP traffic to the Aspera
server. To address this issue, attempt to connect to the server's TCP port through the command-line terminal on your
client machine (the machine that Aspera Connect is installed on). To do so, run the following command to connect to
the server on port 33001 (or the configured TCP port, if other than 33001).

> tel net server-ip-address 33001

Note that you should replace server-ip-address with the IP address of the Aspera server.

If the error received is "Connection refused," the Aspera server is not running the SSHD service and you will need to
contact your server administrator. If the error received is "Timeout," then the problem is the client-side firewall, which is
likely disallowing outbound TCP traffic. Ensure that the client-side firewall allows outbound TCP traffic on port 33001
(or the configured TCP port, if other than 33001).

UDP Connectivity Errors

This section applies when Aspera Connect appears to successfully connect to the server; however, the transfer
progress reads 0% and eventually the error "Data transfer timeout" is received (error codes 14, 15 or 18). Although the
files to be transferred appear at the destination, they are 0 bytes in size. This is is due to blocked UDP connectivity.
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The control connection over TCP is established, but the data connection--using UDP--cannot be established. UDP
problems are generally caused by firewall configuration. To address this issue, check that UDP port 33001 is opened
for outbound traffic.
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Technical Support

For further assistance, you may contact Aspera through the following methods:

Contact Info

Email support@asperasoft.com
Phone +1 (510) 849-2386
Request Form http://support.asperasoft.com/home

The technical support service hours:

Support Type Hour (Pacific Standard Time, GMT-8)
Standard 8:00am — 6:00pm
Premium 8:00am — 12:00am

We are closed on the following days:

Support Unavailable Dates

Weekends Saturday, Sunday

Aspera Holidays Refer to our Website.


http://asperasoft.com/support/
http://www.asperasoft.com/en/support/contact_1/Contact_1
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Feedback

The Aspera Technical Publications department wants to hear from you on how Aspera can improve customer
documentaion. To submit feedback about this guide, or any other Aspera product document, visit the Aspera Product

Documentation Feedback Forum.

Through this forum, you can let us know if you find content that is not clear or appears incorrect. Aspera also invites
you to submit ideas for new topics, and what we can do to improve the documentation for easier reading and
implementation. When visiting the Aspera Product Documentation Feedback Forum, remember the following:

e You must be registered to use the Aspera Support Website at https://support.asperasoft.com/.

e Be sure to read the forum guidelines before submitting a request.


https://support.asperasoft.com/categories/20024688-product-documentation-feedback
https://support.asperasoft.com/categories/20024688-product-documentation-feedback
https://support.asperasoft.com/
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Legal Notice

© 2014 Aspera, Inc., an IBM Company. All rights reserved.

Aspera, the Aspera logo, and fasp transfer technology, are trademarks of Aspera Inc., registered in the United States.
Aspera Connect Server, Aspera Drive, Aspera Enterprise Server, Aspera Point-to-Point, Aspera Client, Aspera
Connect, Aspera Cargo, Aspera Console, Aspera Orchestrator, Aspera Crypt, Aspera Shares, the Aspera Add-in for
Microsoft Outlook, and Aspera faspex are trademarks of Aspera, Inc. All other trademarks mentioned in this document
are the property of their respective owners. Mention of third-party products in this document is for informational
purposes only. All understandings, agreements or warranties, if any, take place directly between the vendors and the
prospective users.
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